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Abstract OAUG

oracle applications users group

FlexField value set security is a new feature in R12.2.2 that allows you to
determine which roles can access which value set values. This allows you
delegate GL Value Set Value maintenance to one set of functional users,
while allowing Item Category Value Set Values to be maintained by
another. Often people just take the slam dunk approach of assigning the
role ‘FlexField Value Set Security: All privileges’, allowing a user access to all
value sets. We will also discuss the use of the wizard ‘FlexField Value Sets:

Security Administration Setup’.
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Just an Introduction

This is just an introduction to the topic

« The Oracle EBS Manual has 41 pages devoted to this topic

« Just trying to identify some decision points you should consider
* | only have 50 minutes, leaving 10 minutes for Q&A

« Do this in a non-PROD instance first for a few business areas, see what naming
conventions and access conventions you will want to use at your company
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Lets Be Perfectly Clear What
Functionality We Are Talking About



What is FlexField Value Set Security

* FlexField Value Set Security is on the definition or setup side of Value Set Values
« This is the ability to restrict who can view, add or update Value Set Values

« Specifically who can use the Segment Values form (FNDFFMSV) for which specific Value
Sets

« This functionality started in R12.2.2
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This is not FlexField Value Security

* FlexField Value Security is on the usage side
« Restricting who can use specific values from a value set
* Done using Responsiblities and Access Rules

* We are not covering this in this presentation

« FlexField Value Set Security — what we are covering
* FlexField Value Security — we are not covering this
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Where is FlexField Value Set Security Documented

Oracle E-Business Suite Flexfields Guide R12.2
Part No. E22963-10, August 2016

Chapter 6, Flexfield Value Set Security
— There are 41 pages of documentation that describe this feature
— There are a lot of options on how to configure this | am only showing one option here today

Also when people first get into R12.2 their first encounter with this function is missing value
sets in the values window, leading them to this MOS Doc:

Flexfield Value Sets Do Not Appear in List of Values (LOV) in Oracle E-Business Suite
Release 12.2 on Segment Values Form FNDFFMSV (Doc ID 1612727.1)
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What Happens After an R12.2 Upgrade

« By default after an R12.2.2 upgrade
or new install no users are allowed to

view, insert or update any value Ele £ Viow Fier i3 Wodow Hob ORACLE
HEvO S8 P 8 10
set values
© Value Set ® Key Flexfield ® Descriptive Flexfield ® Concurrent Program
* Hey where did all my value sets go? R

2 Value Set

® Key Flexfield

® Descriptive Flexfield
® Concurrent Program

Define Child Ranges Move Child Ranges

FRM-41830: List of Values contains no entries.

| .. | Listofvalu... |

education. influence. il Record: 111



Quick Simple Fix
(Slam Dunk)



Quick Simple Fix OAUG

oracle applications users group

« There is a way to get back to the pre-R12.2 functionality quickly

« This is a slam dunk approach, it does not take advantage of the new functionality, but it gets you back in business
quickly with the old functionality

« This quick fix can be undone later when you are ready to tackle this properly

Steps
1) Need to login as SYSADMIN

2) Select the "User Management" responsibility
3) Navigate to "User”
4) Find the particular user then click on update icon
5) Click on "Assign Role”
6) Select "Role" as search by and enter value as "Flexfield Value Set Security: All privileges”
Or
Select "Code" as search by and enter value as"UMX|FND _FLEX VSET ALL PRIVS ROLE"
7) Select the role from result
8) Enter a justification text.
9) Click on "Apply”
10) Clear the cache from functional administrator responsibility if required.
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Quick Simple Fix — Steps 3,4

OAUG

oracle applications users group

* You need the User Management role to do this or use the SYSADMIN user
Query up user, click Update

education.

influence.

ORACLE User Management

A © x &= P | Logged InAs sYsaDMIN (@) O]

Users Roles & Role Inheritance  Role Categories  Registration Processes  Security Report  Proxy Configuration  Responsibility

User Maintenance

Search for people and user accounts. All fields except "First Name" are case insensitive. For wildcard searches, please use "%"

Search

User Management

Maintain User Accounts

User Name Z_ALL_ACCESS Organization

Email
Last Name
First Name

Go

Register

Last Name 4 First Name

Register new people, create/disable

Role
user accounts, and reset passwords.

Control Access

Grant access to different parts of the
system by assigning/revoking roles.

v Go | 2089 & v [l

2~ Email User Name . Status Create User e Update
Password

z_all_access

v
Active

SN, Gl 5 L O




Quick Simple Fix — Steps 5,6,7 OAUG

oracle applications users group

* Click Assign Roles, Role to search for:
Flexfield Value Set Security: All privileges

ORACLE user Management ® * & “D | Logged In As sYsaDmIN @) )

Users Roles & Role Inheritance  Role Categories  Registration Processes  Security Report  Proxy Configuration  Responsibility

Users >
Update User: z_all_access Cancel ResetPassword Save Apply

* Indicates required field

*
User Name Zz_all_access ) Quick Tips
There is no person associated with this user

Email
account

Status V) Active
* Active From  24-Feb-2018
Active To

Roles = Securing Altributes

Changes can only be mad

Search AllRoles

Details Role - Description Status -~

E Application Developer Application Object Library Application Developer Assigned

education. influence.




Quick Simple Fix — Steps 8,9 OAUG

oracle applications users group

 Enter Justification
* Click Apply

ORACLE' User Management ® x ¢ F | Logged InAs sysaDmiN (@) (0)

Users Roles & Role Inheritance  Role Categories  Registration Processes  Security Report  Proxy Configuration  Responsibility

Users >
Update User: z_all_access Cancel ResetPassword Save Apply

* Indicates required field

* User Name  z_all_access ‘) Quick Tips

Email There is no person associated with this
sccount

Status v/ Active
* Active From  24-Feb-2018

Active To

Roles = Securing Attributes

Changes can only be made for roles for which you have been granted administrative privileges.

Assign Roles | K:i ~ {3} .
Search All Roles v| 6o
Details Role - Description Status - Remon

Application _— ) ) - )
J Developer Application Object Library Application Deve] Assigned

Flexfield Value Provides view, insert and update privil for the values of all independent and dependent value sets for

Set Security: Al flexfields am_‘J repo_rt para_meters. This i o ibility. Ready fo_r

privileges ) result of having this role is that if thefliser has access to the Values form (Key Flexfield, Descriptive Flexfield, and Submission
Validation) on a menu, the user cgA modify all values for all flexfields and report parameters.

) ) * Justification  Setups * Active From 24-Feb-2018
education. influence. Active To




Quick Simple Fix — Step 10 OAUG

oracle applications users group

« Either:
— Run Synchronize WF LOCAL Tables (obsoleted in later releases of EBS)

— Run Workflow Background Process
— Flush Cache US|ng ORACLE User Management A O x & fg’ | Loggedinassysaomn @ (D)

F U n Ctl O n al Ad m I n IStratO r Res p Users Roles & Role Inheritance  Role Categories  Registration Processes  Security Report  Proxy Configuration  Responsibility

~ Confirmation

You have successfully updated the information, but may not see the changes in the application until after the Workflow Background Engine's next run in 3 Minutes
User Maintenance

Search for people and user accounts. All fields except "First Name" are case insensitive. For wildgard searches, please use "%"

User Management
Search 9

Maintain User Accounts
User Name Z_ALL_ACCESS Organization

Email Role Register new people, create/disable

user accounts, and reset passwords.

Last Name
First Name
Go

Control Access

Grant access to different parts of the
system by assigning/revoking roles.

Register v Go |25 &k [
Last Name 4. First Name -~ Email User Name . Status Create User Reset Password Update

z all_access ) Active =Y

Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved. Privacy Statement

education. influence.




Quick Simple Fix— It Works Now OAUG

oracle applications users group

We can now see value sets Flle Edt View Folder Tools Window Help ORACLE
HYO I8P 8 N[ LD 2512
Adds, Updates now work

® Key Flexfield ® Descriptive Flexfield ® Concurrent Program

If you want to improve security

Find Values By

later you can end date the role o
for the user ® Key Flexfeld

® Descriptive FIexﬁIId

1 Chat ORM Independent
1 char ORM Independent
1099R_PERIOD_MONTHS Independent
240 char Independent
5 characters Independent
60 Chars Independent
7 characters

.|.I'\l e s MO T A Lo AL AR TN
4
View Hierarchies

Choices in list. 882
eduCation_ inﬂuence. ‘Record: 11 .. | Listofvalu... |




How to Implement FlexField Value Set
Security More Restrictively



General Steps to Implement FlexField

Value Set Security More Restrictively

« This uses the User Management (UMX) functionality
« Create a Role
« Create a Grant for the specific access

« Then grant that Role to User (or Responsibility covered at the end of the presentation)
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You Can Grant How The User Accesses The Value Set

* Not only to do grant specific value set values that the user can access,
you also grant the specific access path the user can use the
Value Set Values screen to find the value set values:

— Value Set Name
— Key FlexField Segment
— Descriptive FlexField Segment

— Concurrent Program Parameter Find Values By
= Value Set
® Key Flexfield
* |n our examples were will grant the | & 0 b h

Value Set access path ® Concurrent Program

P. tratiancsifalbirdatinansifalnanae

Independent Value
Value
Description

education. influence.



Decision Point

Is there a preferred way your users query up Value Sets to maintain values?

You would then want to grant access that way.

If you don’t have a strong preference | would do it by Value Set Name, this is more granular.

| will be covering Value Set Name access in this presentation.

education.




Accounting FlexField (KFF)
Value Set Example
(explicitly setting up grants)

20



GL Accounting FlexField

OAUG

oracle applications users group

What we are going to do:
 We can see there are 8 segments

10 &S8P L N[ LI LED ] 2
= <X

in the GL Accounting FlexField
« Each has a separate Value Set

influence.

education.

ACCOUNTING_FLEXFI

General Ledger

Accounting Flexfield

Accounting Flexfield

ORM Accounting Flex|

ORM Accounting Flexfield

ORM Accounting Flexfield

Company

ao Omp

ORM Company

B Company SEGMENT1 al
2  |Division Division SEGMENT2 ORM Division
Department Department SEGMENT3 ORM Department
Account Account SEGMENT4 ORM Account
Sub-Account Sub-Account SEGMENT5S ORM Sub-Account
s Intercompany Intercompany SEGMENT6 ORM Company
7  |Futuret Future1 SEGMENT7 ORM Future1
8 Future2 Future2 SEGMENTS ORM Future2
Value Set Flexfield Qualifiers MNew Open




How to Create Grants OAUG

oracle applications users group

* Prior to R12.2.6 you have to do it explicitly
— | will do this first since the Wizard is pretty straight forward
— You will need to run an SQL script to find the value set id’'s

* In R12.2.6 there is a Grants Setup Wizard
— You do not need to run an SQL script to find the value set id’s, the screen uses the names
— However, once set all you see if the value set ids

education.




Create Role

OAUG

oracle applications users group

« Role Code:
ORM_GL_ACCT FLEX

* Display Name:
ORM GL Accounting Flex

e Save

 Click Create Grant

education. influence.

ORACLE User Management

Users Roles & Role Inheritance Role Categories Registration Processes

Roles & Role Inheritance >
Create Role

* Indicates required field

* Category Miscellaneous
* Role Code ORM_GL_ACCT_FLEX
* Display Name ORM GL Accounting Flex

* Description Maintain Value Sets used in GL
Accounting Flex

Permissions
Create Grant | ] & o ¥ v [l

Name Set Object
No results found.

Data Context Type

Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved.

A © x & P | LoggedInAsJOHN (@) (O)

Security Report  Proxy Configuration Responsibility
Cancel Security Wizards Save Apply

* Application General Ledger

* Active From 24-Feb-2018
Active To

Access Policy Last Update Duplicate Update Delete

Privacy Statement




Decision Point

« Come up with a naming convention for the Roles and Grants to keep them straight

« As we step through this presentation you will see many decision points on the levels of
granularity you want to setup this functionality, all of which will affect this naming convention

« Try this out in a non-PROD instance yourself to see how granular you might want to set this
up

education.




Create Grant

OAUG

oracle applications users group

« Enter the Grant Name: ‘'ORM GL Accounting FF Value Set Maintenance’

 Data Security Object: ORACLE Useransgemert

‘ L ]
F I eXfI e I d Va I u e : ;et Users Roles & Role Inheritance = Role Categories Registration Processes  Security Report  Proxy Configuration  Responsibility

Security Object’

 Click Next

education.

Define Grant Select Object Data Context Define Object Parameters and Select Set
Create Grant: Define Grant
* Indicates required field

* Name ORM GL Accounting FF Value Set Maintenance

Description

* Effective From  25-Feb-2018 > Effective To

Security Context

Define the context when the grant is applied by selecting a grantee, a responsibility and/or operating unit.

Grantee Type Group Of Users
Grantee ORM GL Flex Values
Operating Unit
Responsibility

Data Security

To define a data security policy, select an object.
Object Flexfield Value Set Security Object

influence. Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved.

LoggedinasJoun @ (D

Review and Finish

Cancel Step1of4 Next

f

Privacy Statement




Create Grant: Select Object Data Context OAUG

oracle applications users group

« Data Context
— All Rows - this is effectively the Quick Fix mentioned earlier
— Instance — a single value set
— Instance Set — a group of value sets

ORACL.E User Management /ﬁ\ ® * Q P |  Logged In As JOHN o Q)

Users Roles & Role Inheritance = Role Categories Registration Processes  Security Report  Proxy Configuration  Responsibility

Define Grant Select Object Data Context Define Object Parameters and Select Set Review and Finish

Create Grant: Select Object Data Context Cancel Back Step2of4 Next

Object Flexfield Value Set Security Object _
Data Context Type Instance Set|v | €=

* Instance Set Value set

education 3 Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved. Privacy Statement
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Create Grant: Select Object Data Context OAUG

oracle applications users group

ORACLE’ User Management /ﬁ\ ® * ﬁ P |  Logged In As JOHN o Q)

 |nstance Set
— All value sets |
o

— Va I u e Set Deﬂné_Grant Select Object Data Context Define Object Parameters and Select Set Review and Finish
Create Grant: Select Object Data Context Cancel Back Step2of4 Next

— Key flexfields for an application i Obfect Pl Vaue Sa Secuty Oec

— Key flexfield e s st

— Key flexfield structure — E— R
— Descriptive flexfields for an application

— Descriptive flexfield

— Descriptive flexfield context

— Concurrent programs for an application

— Concurrent program

Users =Roles & Role Inheritance = Role Categories  Registration Processes  Security Report  Proxy Configuration  Responsibility

education. influence.




Decision Point

How do you want to setup these access controls?
Consider the volume of value sets you need to configure
Consider if “by application” is granular enough

Consider if “by flexfield” is granular enough

| lean towards most granular and setup by Value Sets explicitly

education.




Enter the Value Set ID’s

(more on how to get those on next page)

Set
— Flexfield Value Set Security Insert/Update Set
— Flexfield Value Set Security Insert Set
— Flexfield Value Set Security Update Set
— Flexfield Value Set Security View Only Set

Click Next

education. influence.

ORACLE User Management

Users | Roles & Role Inherlance  Rale Categores  Reglstialion Procesees  Securtty Repart  Praxy Configuration  Responaibiity

( L
Safect Object Data Comext Define Objact Parameters and Select Set Review and Finish

Create Grant: Define Object Parameters and Select Set Cancsl Back Step3of4 Mext

* Indicates requinad fiei

Define Grant

Data Security

Object  Fiexfiald Value Sat Securlty Otject
Data Context

Type Mnstance Sat
Mame Value set
Descripiion Give accees to spedific value sets by value set id

Inatance Set Detalls

Defne the paramelers for the selectsd data context.
Parameder 1 1009628
Parameler 2 1009629
Parameler 3 1009630
Parameler 4 1009631

Parameler S 1009634
Parameler 6 1009628
Parameler 7
Parameler 3
Parameler 3
Parameter 10

1009635
1009636

Set

set or menu

Sedect the permi

gation st that definea the graniee’s access.

* got  Flexmliekd Value St Securtty InservUpdate Set

Cogyright (<) 1398, 2016, Cracle andior is aMilates. All rights resenved.



SQL to get the ID_FLEX_NAME OAUG

oracle applications users group

* select * from FND ID FLEXS;

* —-— This shows the ID FLEX NAME and other details

= APPLICATION_ID ID_FLEX_CODE| ID_FLEX_NAME / LAST_UPD... |LAST_... CREATION_DATE CRE... |LAST_... | TABLE... APPLICATION_TABLE_NAME |ALLOW_L.. DYNAMIC...|IND... |UNIQUE_ID_COLUMN_NAME |DESCRIPTION i1 1
> 101 |GL# Accounting Flexfield 5/20/2005 120|4/29/1999 3:40:25 PM 1 0 101 GL_CODE_COMBINATIONS N Y N CODE_COMBINATION_ID General Ledger Account !
101 GLAT Reporting Attributes:Accountin|4/29/1999 2/4/29/1999 2 0 101 GL_CODE_COMBINATIONS N Y N CODE_COMBINATION_ID Reporting Attributes:Ge
101 |GLLE GL Ledger Flexfield 9/7/2005 120/9/7/2005 120 0 101 GL_CODE_COMBINATIONS Y Y N CODE_COMBINATION_ID The new Ledger Flexfie
140|CAT# Category Flexfield 3/17/2004 120|4/29/1999 3:40:25 PM 1 0 140 FA_CATEGORIES_B N N N CATEGORY_ID Asset Category Flexfielc
140 KEY# Asset Key Flexfield 3/17/2004 120/4/29/1999 3:40:25 PM 1 0 140 FA_ASSET_KEYWORDS N Y N CODE_COMBINATION_ID Flexfield for Asset Key
140/LOC# Location Flexfield 3/17/2004 120|4/29/1999 3:40:25 PM 1 0 140 FA_LOCATIONS N Y N LOCATION_ID Flexfield for locations
222|CT# Territory Flexfield 3/17/2004 120/4/29/1999 3:40:25 PM 1 0 222 |RA_TERRITORIES Y Y N TERRITORY_ID Customer Territory Fle>
2 RIOC ales Tax | ncatinn Flexfield 1n/s/200s 12014/29/1999 3:40:25 PM 1 n 222 AR 10C COMRINATIONS OID Y Y N IOCATION TD Oracle Receivahles QHIFL]
2 T N B J >
5. 8 78 msecs Row 1of 37 Total Rows APPS@0OR12_CRP2 Windows (CRLF) Modified

education.




SQL to get the other ID’s

. select

from

.APPLICATION NAME,
.APPLICATION 1ID,

.ID FLEX NAME,

.ID FLEX CODE,

.ID FLEX NUM,

.ID FLEX STRUCTURE NAME,
.SEGMENT NAME, o
.FLEX VALUE SET NAME,
.FLEX VALUE SET 1ID,
.VALIDATION TYPE

FND FLEX VALUE SETS s,
FND FLEX KFF SEG VSET V v

SRS OISR SIS NS

where 1=1
and v.FLEX VALUE SET ID = s.FLEX VALUE SET ID
and v.ID FLEX NAME = 'Accounting Flexfield’
and v.ID FLEX STRUCTURE NAME = 'ORM Accounting Flexfield’

order by v.ID FLEX NAME,

v.ID FLEX STRUCTURE NAME,
v.SEGMENT NAME;

OAUG

oracle applications users group

v

General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger

L] o] ]

APPLICATION_NAME APPLICATION_ID ID_FLEX_NAME

101 Accounting Flexfield GL#
101 | Accounting Flexfield GL#
101 Accounting Flexfield GL#
101 | Accounting Flexfield GL#
101 | Accounting Flexfield GL#
101 Accounting Flexfield GL#
101 | Accounting Flexfield GL#
101 | Accounting Flexfield GL#

| ]| ] ¥ 4] 2 Kl

17: 21 78 msecs

Row 1of 8 Total Rows APPS@0OR12_CRP2

50268 ORM Accounting Flexfield
50268 |ORM Accounting Flexfield
50268 ORM Accounting Flexfield
50268 |ORM Accounting Flexfield
50268 |ORM Accounting Flexfield
50268 ORM Accounting Flexfield
50268 |ORM Accounting Flexfield
50268 |ORM Accounting Flexfield

Windows (CRLF) Modified

Company
Division
Department
Account
Sub-Account
Intercompany
Futurel
Future2

ORM Company
ORM Division
ORM Department
ORM Account
ORM Sub-Account
ORM Company
ORM Futurel
ORM Future2

ID_FLEX_CODE|ID_FLEX_NUM|ID_FLEX_STRUCTURE_NAME SEGMENT_NAME FLEX_VALUE_SET_NAME| FLEX_VALUE_SET_ID|VALIDATION_TYPE

1009628 |1
10096291
1009630|1
10096311
1009634|D
1009628 |1
1009635|1
1009636|1

-




Decision Point

 How granular do you want the specific access to the Value Set Values?
— Insert and Update Values
— Insert Values
— Update Values
— View Only

« | would lean towards Insert and Update used always, not trying to break out the others

education.




Create Grant: Review OAUG

onl:h applications users group

ORACLE ucar mansgement w0 x © | Lgenssom @ O N

Usars  Rolec & Role inheriiance  Role Calegories  Registmion Processes.  Bacurlty Report  Peoxy Configusstion.  Responsibiily

 Click Finish ; ; ; —e _

Detne Grant Sefect Otject Datn Contest Define Otject Pammeters and Select Set

Create Grant: Review and Finish Cancel Back Stmp4ofa Finich

Name ORM GL Accounting FF Value E2t Maimenance
Deseription
Emsolive From  25-Feb-2018
Effaciive To

Security Context

Geanfee Type Group Of Users
Granise  ORM GL Flex Vales
Operating Unif
Recpancibility

Data Security

Objoot  Fexfieid Vishue B2t Securty Object
Data Context

Type Instance Szt
Name Vake set
Decoriplion  Give acoess 10 speciic value sefs by value setid

AGRANT_ALIAE PARAMETER l[[ll

Incianoe 3af Dotalc

FPammeler 1 1005623
Pammeler 2 1005625
Pammeler3 1005630
Pammeler 4 9005631
Pammeler & 1005634
Pammeler 8 1005623
Pammeler 7 9005635
Pammeler2 05636
Paramedsr @
Parameter 10

Name Flexfeld Value Set Becurity InsertUpdate Set
Code FND_FLEX _VEET_INSERT_UPDATE_FE
Decoripion  Allow Insert and wpdate of values In 8 value set

education. influence. S—

Copyright (<} 1558, 201E, Omacle andior its afilates. Al rights resened.




Grant Assigned to Role OAUG

oracle applications users group

 Now we see the Grant assigned to the Role
* Click Apply

ORACLE’ User Management A ® *x & P | Logeedinasdoun @ (D

Users Roles & Role Inheritance = Role Categories Regisiration Processes  Security Report  Proxy Configuration  Responsibility

Update Role : ORM GL Flex Values Cancel Security Wizards Save Apply
* Indicates required field ‘r

* Category Miscellaneous iJ * Application Application Object Library
Role Code UMX|JORM_GL_FLEX_VALUES * Active From 11-Jan-2017 fa
* Display Name ORM GL Flex Values Active To -

=

S N

* Description  Access to GL Flex Values

Permissions

Create Grant | ] SEoRS

. Access

" Policy Last Update -~ Duplicate Update Delete

i Name . Set . Object -~ Data Context Type -~

ORM GL Accounting FF Value Set Flexfield Value Set Security Insert/Update Flexfield Value Set Security
Maintenance Set Object

Instance Set Value set 25-Feb-2018 ; ’ [}

educatlon- Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved. Privacy Statement



Assign Role to User

OAUG

oracle applications users group

* Query up User Name
* Assign Role

« Select Role

« Enter Justification

* Apply

education. influence.

ORACLE user Management

A O x

Users = Roles & Role Inheritance  Role Categories  Registration Processes  Security Report  Proxy Configurafion  Responsibility

Users =
Update User: z gl _access
* Indicates required field
* User Name
Email
Status

* Active From
Active To

Roles  Securing Attributes

Changes can only be made for roles for which you have been granted administrative privileges.

Assign Roles
Search Specific Role
Details Role
' ORM GL Accounting Flex

* Justification Testing

Role Inheritance

z_pl_asccess

<! Active
24-Feb-2018

(V] Code[¥] ORM%GL%

Description

v

Maintain Value Sets used in GL Accounting Flex

Copyright (c) 19938, 2018, Oracle and/or its affiliates. All nghts reserved.

* Active From
Active To

&

| LoggedinAssorn @ (D

Cancel ResetPassword Save Apply

Quick Tips

Thare [E no person 3ssocatad with tis user
account

Status
Ready for Submission

25-Feb-213

Privacy Statement




User Can Insert/Update Value Set Values

User can now see the Value Sets
and Insert/Update Values

education. influence.

File Edit View Foldzr Tools Window Help

BV IS VSP L O ILED 2%

OAUG

oracle applications users group

ORACLE
[ 9

2

= Value Set ® Key Flexfield @ Descriptive Flexfield

® Concurrent Program

Dependent Value

Independent Val
Find Values By

2 Value Set

® Key Flexfield

® Descriptive Flexfield
® Concurrent Program

Values, Effective

Independent

ZULORM %

ORM Account
ORM Company
ORM Department
ORM Division
ORM Future1
ORM Future2
ORM Sub-Account

Independent
Independent
Independent
Independent
Independent
Independent
Dependent

4

Choices in list. 7

‘Record: 1/1 .. | Listofvalu... |

name (N

Value




Inventory Category (KFF)
Value Set Example
(security wizard)

37



OAUG

oracle applications users group

« Role Code:

UMX|INV_ITEM_ CATEGORY_VALUE_SETS
» Display Name:

ORM INV Item Category Value Sets

ORACLE" User Management /ﬁ\ @ * ﬁ} P |  Logged In As JOHN o Q)

« Click on Security Wizards

Users Roles & Role Inheritance = Role Categories Regisiration Processes  Security Report  Proxy Configuration  Responsibility

Roles & Role Inheritance >

Create Role Cancel Security Wizards Save Apply

* Indicates required field

* Category Miscellaneous v * Application Inventory
* Role Code UMX|INV_ITEM_CATEGORY_VALUE_SET¢ * Active From  25-Feb-2018
* Display Name ORM INV Item Category Value Sets Active To

* Description INV Item Category Value Sets
Segment Maintenance

Permissions
Create Grant | 7 2 "5 £ v [il]

Name Set  Object Data Context Type Access Policy Last Update Duplicate Update Delete
No results found.

education. influence.
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Security Wizards OAUG

oracle applications users group

« Select the Security Wizard
Flexfield Value Sets: Security Administration Setup

ORACLE User Management ﬁ @ * a' P | Logged In As JOHN o Q)

Roles & Role Inheritance > Update Role : ORM INV Item Category Value Sefs >
Security Wizards

Role Name ORM INV [tem Category Value Sets Role Code UMX|INV_ITEM_CATEGORY_VALUE_SETS
Heo©dty @

Name Description Run Wizard
CE UMX Security wizard e

User Management : Security Administration Setup Function for UMX security administration setup wizard 7?

Flexfield Value Sets: Security Administration Setup Function for Flexfield Value Set Security Administration Setup Wizard P

Concurrent Processing: Security Administration Setup Function for Concurrent Processing Security Administration Setup Wizard !;P

Return to Update Role : ORM INV ltem Category Value Sets

education inﬂuer Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved. Privacy Statement




Create Grant OAUG

oracle applications users group

 Click Create Grant

ORACLE User Management A © Y & P | LoggedinasJoun @ (D

Roles & Role Inheritance > Update Role : ORM INV ltem Category Value Sets > Security Wizards >
Flexfield Value Set Security Wizard Cancel Apply

Role Details

Role Name ORM INV ltem

Category Value Role Code UMX|INV_ITEM_CATEGORY_VALUE_SETS
Sets

Grants
Create Grant | 7 2 "o & v [ill

Name Authorize Value Sets by Value Set Privileges Effective From Update Remove

No results found.

educatlon- lnﬂuence- Copyright (¢) 1998, 2016, Oracle and/or its affiliates. All rights reserved. Privacy Statement




Define Grant

OAUG

oracle applications users group

« Grant Name

« Value Set Privileges

« Authorize Value Sets By
« Select Parameters

* You don’t have to know the IDs

education. influence.

ORACL.E’ User Management

A O x &t P | Logged InAsJOHN (@) ()

Users Roles & Role Inheritance = Role Categories Registration Processes  Security Report  Proxy Configuration  Responsibility

Roles & Role Inheritance > Update Role : ORM INV Item Category Value Sets > Security Wizards > Flexfield Value Set Security Wizard =

Value Set Security Wizard

Define Grant

Grant Details

* Grant Name ORM INV Item Category Value Set Maintenance
Description

* Effective From 25-Feb-2013 ®
Effective To I

Grant Information

Value Set Grant Type

* Value Set Privileges InsertlUpdate V|
* Authorize Value Sets by Value Set Name

Cancel Apply

Security Context

Operating Unit
Responsibility

Select Parameters

@ TIP Use the "Add Value Set" button to add value sets. Maximum of ten value sets per
grant.

HHe Sy @
&
Value Set Name Remove

ORM Inventory Division

ORM Publisher




Assign Role to User OCAUG

oracle applications users group

* Query up User Name
» Assign Role

« Select Role -
S TS Gies T Usors | Rote & ke ihatance ok Cotgodes  Regaalon Processes _ Secay Report Py Conkurskn ol

° Apply Update User: z_inv_access Cancel ResetPassword Save Apply

* Indicates required field

ORACLE user Management /ﬁ\ ® * Q P | Logged In As JOHN o Q)

* User Name  z_inv_access {J)Quick Tips

Email There is no person associated with this user
account
Status V) Active
* Active From 25-Feb-2013

Active To

Roles = Securing Attributes

Changes can only be made for roles for which you have been granted administrative privileges.

Assign Roles

IH 2 S8
Search All Roles v] 6o o

Details Role - Description Status -~ Remove

|- Application Developer Application Object Library Application Developer Assigned
i ORM US Inventory Super User ORM Inventory Super User Assigned

4 ORM INV ltem Category Value Sets INV Item Category Value Sets Segment Maintenance Ready for Submission

* Justification  Testing * Active From  25-Feb-2018
Active To
Role Inheritance

<

education. influence.




Adding the Role to a
Responsibility
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Decision Point

« Do you want to assign Value Set Values access explicitly to specific users
or to all users that have a specific responsibility?

* |t might be easier to manage who has what access at the Responsibility level.

education.




Adding the Role to a Responsibility OAUG

oracle applications users group

« UMX, Roles * Role Inheritance
« Search for Role

« View in Hierarchy, .
il ORACLE User Management Logged In As JOHN o Q)

L
1

Users Roles & Role Inheritance = Role Categories Registration Processes Security Report  Proxy Configuration  Responsibility

Roles and Role Inheritance View Full Hierarchy

Search

Type v
Name ORM US General Ledger Super user
Code

Application

] Go

CreateRole | J] 2 '« &% w [l

Y View In
Role - Code - Application - Status Hierarchy Update

ORM US General Ledger  FND_RESP|SQLGL|ORM GENERAL LEDGER SUPER .
Super user USERISTANDARD General Ledger | v %

education, i Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved. Privacy Statement




Adding the Role to a Responsibility OAUG

oracle applications users group

 Click on Green Plus to Add Node

ORACLE" User Management ' ' | Logged InAsJOHN (@ [U)

Users Roles & Role Inheritance = Role Categories Regisiration Processes  Security Report  Proxy Configuration  Responsibility

Roles and Role Inheritance View Full Hierarchy

Define Role Inheritance Hierarchies by clicking Add Node at the appropriate level in the hierarchy.

Legend
1 Category

2~ Role
< Responsibility

Search

¥
¥ All Users (Everyone)
Code )
W'¢ Extemnally Managed Group

Application &) Pending Role Relationship

Go

Role Inheritance Hierarchy

Create Role | "« {3}'

> All Roles, Responsibilities, and Groups >

et . Add Remove
Focus Name Code Application Active Update Nod Node

4 2 ORM US General Ledger  FND_RESP|SQLGLIORM GENERAL LEDGER SUPER
Super user USER|STANDARD QGeneral Ledger

‘ p i~ Application Super User UMXJODF_APPLICATION_SUPER_USER_ROLE A_pplical]’on Object
Hoie Library

education. influence.




Adding the Role to a Responsibility OAUG

oracle applications users group

« Search For and Select Role

ORACL.E" User Management /ﬁ\ @ * G P |  Logged In As JOHN o Q)

Users Roles & Role Inheritance  Role Categories  Registration Processes  Security Report  Proxy Configuration  Responsibility

Users = Roles & Role Inheritance = Role Categories =~ Registration Processes | Responsibility

Define Role Inheritance Hierarchy: Search and Select Roles Cancel  Select
The role you select from the hierarchy will be inherited by everyone assigned the ORM US General Ledger Super user role.

Legend
| Category

2~ Role
= Responsibility

Search

Category
Name ORM GL%Value%
Code

)
»

All Users (Everyone)

"¢ Extemnally Managed Group
Application

Go
H 08w m
Quick Select Role - Code - Application - Active
A ORM GL Flex Values UMX|ORM_GL_FLEX_VALUES Application Object Library v

educatlon. lnﬂuence. Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved. Privacy Statement




Adding the Role to a Responsibility

Role is now assigned

Users with that Responsibility
can edit Value Set Values

education. influence.

ORACLE’ User Management /ﬁ\

Users Roles & Role Inheritance = Role Categories Registration Processes  Security Report

Roles and Role Inheritance

Define Role Inheritance Hierarchies by clicking Add Node at the appropriate level in the hierarchy.

Search

Type

Name

Code
Application

Go

Role Inheritance Hierarchy

CreateRole | "o £t v

© All Roles, Responsibilities, and Groups >
Focus Name Code

4 7= ORM US General Ledger
Super user

FND_RESP|SQLGL]ORM GENERAL LEDGER SUPER
USER|STANDARD

» & Application Super User v \0nF APPLICATION_SUPER_USER ROLE
Role

2~ ORM GL Flex Values UMX|ORM_GL_FLEX_VALUES

Copyright (c) 1998, 2016, Oracle and/or its affiliates. All rights reserved.

Proxy Configuration

© *x # &

Responsibility

Application
General Ledger

Application Object
Library

Application Object
Library

OAUG

oracle applications users group

Logged In As JOHN

e O

View Full Hierarchy

Legend
| Category

2 Role

= Responsibility

)

¥ All Users (Everyone)

V% Externally Managed Group

) pending Role Relationship

Add Remove

Active Update Node Node

Privacy Statement




Summary




| covered exactly what FlexField Value Set Security is and is not

| reviewed a quick way to get back to your Value Set Values after an upgrade
| provided step by step instructions on how to create a Role and Grants explicitly

| provided step by step instructions on how to create a Role and Grants using the Security
Wizard

Also how to assign a given role to a responsibility

education.




Questions and Answers

John Peters
john.peters@)jrpjr.com
http://www.jrpjr.com
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